How To Set Up Virtual Private Networking (VPN)

To Access YourESL Computer From Outside
(Windows & Linux )
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This document is a work in progress.
If you notice discrepancies, please make us aware of tf

Ifyoubve read this document
and find thatou still need additional hejp
please do not hesitate to contact one of the
ESL Network Administrators for assistance:

Kevin Reaver: (614)292-5545
Sean Jaynes(614)292-5746
site@electroscience.osualu
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How To Set Up Virtual Private Networking (VPN)

To Access YourESL Computer From Outside
(Windows & Linux )

System Requirements & Recommendations:

Lab Computer

o WindowsXP ProfessionaRedhat Enterpriskinux (RHEL), or Fedora Core
(FC)

o Connected to the ESL Network

0 Remote Connections Allowed (By Administrator)

0 Turned Orand At Logon Prompt (At Least)

Home Computer

o Windows XP SP2 or above

Linux Kernel 26.90r above

Mac OSX or above

Access to the Internet (DSL or Cal#lecess Preferred)

Up to Date AntiVirus Software

Up to DateFirewall Software

A Web browsecapable of HTTPS

A Web browsecapable ofactiveX (Internet Explorerand/or JavédFirefox)

OO O0OO0OO0OO0OO0o

Scenario #1:
Connect A Remote Windows PC to A Lab Windows PC

Overvew:

1. Ensure that your Lab and Home computers meet the minimum requirements
listed above

2. Ensure that your Lab PC is allowed to receive remote connections.

3. Open your default web browser and connect to the internet as you normally
would.

4. Go to this websitehttps://esl0142.eng.ohistate.edu

5. Start theRemoteAccess VPN Tunneling, or Port Forwarding Application

Remote Desktop: (aka: Remote Access)

RemoteDesktopis autility that can be used by the PC iowy remote location to enable
access to all of your applications fromeanotePC. (Windowsand an internet connection
required)Remote Desktop is an absolutely fantastic utility that once setup at the host
location, is easy to use and gives you tieedan to work from anywhere Just like you
were in front of your PC attheLaHer e6s how t o do t hi s:
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How To Set Up Virtual Private Networking (VPN)
To Access YourESL Computer From Outside

1. Tell your Office PC to allowncomingRemote Connectian (This must be done
by someone who is an Administrator on tha) PG do this, open the Control

(Windows & Linux )

Panelon your ESL computeand Click on System.

£ Control Panel

File Edit Wiew Favorites Tools  Help

\_)Back -L;l L’@} Lf _r pSear:h u_ Folders -

EBX

Address t} Control Pane!

ﬂ" Control Panel

G- Swikch ko Category Wiew

See Also

£ vindows Update
(7] Help and Support

A

3

v|Gn

& X D

accessibility  Add Hardware Add or Administrative  BACKPACK

&
Y

Date and Time

Options Remay... Tools Finder
- A N >

Folder Options Fonks Game Internet Kevboard

s
v
&
€

&

Network Phone and  Power Options  Printersand  QuickTime

QuickTime:

Connections ~ Modem ... Eaxes
= A @ €
= 4
Scanners and  Scheduled  Sounds and Speech Svmantec
Cameras Tasks Audin Devices Livelpdate

User Accounts

Regional snd
Language ...

Taskbar and

Start Menu

See infarmation about your computer system, and change settings For hardware, performance, and automatic updates.

2.Click on the nRemot eo

comput el
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System Properties

General H Computer Mame || Hardware | Advanced

System Festore I Automatic Updates | Femote

Select the waps that thiz computer can be used from another
location.

Remate Assistance
Allove Femote Assistance invitations to be sent from this computer

Leam mare sbout Bemote Assistance.

Fiemote Deskiop
[] Allowe users to connect remately to this computer

Full computer name:
kevinHomePC

Leam maore sbout Bemote Desktop.

Select Remote Users...

[ ak J[ Cancel H Apply

goaniect reamotkly to this ¢ k
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To Access YourESL Computer From Outside

3. Cl i $elect Remote Useks 0

(Windows & Linux )

and add the wuser

t o

anadministrator on this P@nd is personally performing these steggcking

this button automatically addegou to the allowed user list- Look Closely!)

2] x|
General Computer Mame Hardware Advanced
Remate

Spstem Festore

Automatic Updates

& 2= Select the ways that this computer can be used from another

T location,

Remote Assistance

Allow Bemote Assistance invitations to be sent from this computer

Learn more about Bemote Assistance

Remote Deskiop

[] Allows users to connect remotely to this computer

Full computer name:
kevinHomePC

Learn more about Bemote Deskiop

Select Remote Users..

Remote Desktop Users

The ugers listed below can gonnect ta this computer, and any members of
the Administratars group ch connect even if they are nat listed.

4. CI

5. On your Home PC, ensure that you have Wind&®R<Professional Installefl up

QK H Cancel ][ Apply ] kreaver already has access.
Add.. | Bemove
Panel and open User Accounts,
ick AOKo, then

to date.

6. Open Internet Explorer and navigateltdps://esl0142.eng.ohistate.edu

Pages of 26

To create new user accounts of add users to other groups, go to Control

AOKO again,
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(Windows & Linux )

e IfyouhaveaMalwarB| oc k er

i ke

Mi

crosoftods

installed, you may be asked to approve some scr{jyfisu must permit

these scpts if you want to use the VPN)

B8 Windows Defender,

€L @ rome ;B son |+ B ristoy £F Tools (7) |+

[ ) Review changes to your computer settings

" Microsaft has nat yet analyzed the software that made these changes for potential risks. Permit changes
the software publisher. Windaws Defender can't unda changes that you permit

82, vouve joined Microsoft Spyiet (Basic membership). Change settings

Select an action o apply:

0 W'ndogvs-
'.. De:’ender

arly I you trust the: program or

Pubisher Agent
@ Netgear

Checkpairt Date
/L2007 2:27 PM

Action

Internet Explorer .., Activek Downloads

Status

¥ Netgear Services and Drivers  Drivers £/1J2007 2:25 PM Permic
SpyNet Communi ity Rating: Not available
Summary:

Inkernet Explorer Add-ons change occurred.

< aditions to IE, such as nes
ted
CWINDOWSINGURinstallvPNTunnel. exe]
Detected changes:

clsid:
HKLMSOF TWARE|CLASSESICLSIDL{DDSES 7 39-FDDE-4542-8340-4A4B8ABS2T6E}

veaken

2w toclbars, browser helper objects, and ActiveX contrels. These add-ons

can automaticaly

~

#pply Actions

¢ If you do not have a malwaidocker,(Or onceyou permit the scripts)

you should get a page similar to this:

(= 0SU ElectroScience - Windows Internet Explorer

@‘C; |2 hitpsi/fesintsz.eng.chio-state. edulca-binjwslcome 18] (4] [

|2

Fle Edt Ven Favortes

Google [C

Tools  Help
viGe® & B~ RS~ @ v ¥ bookmarksw

=

w & [ﬁosu Electrascience

Bh4tocked > () Settings~

iwh v |5 Page  (F Tooks ~

fi- 0 -

NETGEAR

Domain: | geardomain v

oone @ riener

o0 -
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How To Set Up Virtual Private Networking (VPN)

To Access YourESL Computer From Outside
(Windows & Linux )

7. Enter your ESL Domain credentials. (The same ones you use at thBd_ab)e

to change the Domaimameas well

NETGEAR

User Mame: |username

Password: |IIIIIIII|

I oo osis

e If you have a valid ESL Domain Accoyryouwill be redirecid to the

VPN Portal LoginPage.

= ESL VPN - Windows Internet Explorer

VPN Tunnel

Establish an SSL VPN Tunnel

@ Glick the VPN Tunnel clienticon to connectto the remole
as network. Keep your browser open lo maintain the
Logout <Y comne ction

VPN Tunnel icon to connect to the remote network

Note: Click VPN Tunnel in the left menu to download the control and click on ‘Connect usin

a
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To Access YourESL Computer From Outside
(Windows & Linux )

8. Do not connect using the Full VPN Tunnel(Click herefor an explanation Instead,
just starta Remote Desktomini-sessiorby clickingonfi Re mA¢ @e s s 0
Left-Hand menuYou will get a page similar to this:

9. CI

and enter the information about your Office P(Zminal senices
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i cHeomi inal

i n

Servicels _E.QREP) Acti veXo

(RDP] Activex

Address: This ison stickeron the front of your Office PCUse the IP or thEQDN.

DesktopSize:Y o u r

Screend

upon

preference. This sets the

connecti on

Printed on6/21/2007 9:53 AM

si ze

t

he

of



